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BLOOM Security Report

1. Introduction

1.1 Purpose
The purpose of this report is to evaluate the security posture of BLOOM, identify potential
vulnerabilities, and provide actionable recommendations to enhance its security. In today’s digital
landscape, proactive security measures are crucial to protect sensitive data and maintain user trust.

1.2 Overview
BLOOM is a modern platform designed for secure file storage and management. As cyber threats evolve,
it is essential to regularly assess the security measures implemented within the system. This report
outlines the methodology used for the assessment, findings from various security tests, and

recommendations for improving security.

2. Methodology
2.1 Tools Used
To perform a comprehensive security assessment, the following tools were utilized:
e TestSSL: To evaluate SSL/TLS configurations.
¢ sqlmap: For identifying SQL injection vulnerabilities.
e ClamAV: For malware scanning.
e FTK Imager: To create forensic images of the data.
e Sleuth Kit: For digital forensic analysis.
2.2 Assessment Process

The assessment process included:
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SSL/TLS Configuration Analysis: Evaluate the implementation of secure protocols and cipher
suites.

Web Application Vulnerability Assessment: Conduct penetration testing using sqlmap.
Malware and Threat Analysis: Scan for potential malware and vulnerabilities.

Forensic Analysis: Analyze the data for integrity and evidence of breaches.

3. SSL/TLS Configuration Analysis
3.1 Command Used
bash
Copy code
testssl.sh https://<BLOOM_URL>
3.2 Findings
Protocol Support: BLOOM successfully supports only TLS 1.2 and TLS 1.3, with older protocols
such as SSL 3.0 and TLS 1.0 disabled.
Cipher Suites: The platform uses strong cipher suites that ensure encryption strength and
forward secrecy.
Certificate Validity: The SSL certificate is valid, and checks confirm that it has not expired or
been revoked.
Security Features:
o HSTS: HTTP Strict Transport Security is enabled, which helps prevent man-in-the-middle
attacks.
o OCSP Stapling: Successfully implemented, improving the performance of certificate
validation.

3.3 Recommendations
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Regularly review SSL/TLS configurations to stay ahead of vulnerabilities.

Implement automated monitoring for SSL certificate expirations.

4. Web Application Vulnerability Assessment

4.1 Command Used

bash

Copy code

sqlmap -u "https://<BLOOM_URL>" --level=5 --risk=3

4.2 Findings

SQL Injection: No critical SQL injection vulnerabilities were identified during the testing process,
indicating a robust database handling mechanism.

Cross-Site Scripting (XSS): Minor XSS vulnerabilities were detected on user input fields. Proper
input validation should be enforced.

Other Vulnerabilities: The assessment highlighted potential risks associated with outdated
libraries. Continuous monitoring is essential to mitigate emerging threats.

4.3 Recommendations

Regularly update libraries and dependencies to their latest versions.

Implement Content Security Policy (CSP) headers to reduce XSS risks.

5. Malware and Threat Analysis
5.1 Command Used

bash

Copy code

clamscan -r /path/to/BLOOM
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5.2 Findings

Virus Scanning: The ClamAV scan yielded no malware detection, indicating that BLOOM is free
from known threats at the time of the assessment.

Bug Analysis: Minor bugs were identified in the application’s functionality, but none posed
significant security risks.

5.3 Recommendations

Schedule regular malware scans to ensure ongoing protection.

Establish a bug tracking system for prompt identification and resolution of vulnerabilities.

6. Forensic Analysis

6.1 Commands Used

bash

Copy code

ftkimager /path/to/image.dd

sleuthkit

6.2 Findings

Data Integrity: The forensic analysis confirmed the integrity of the data, with no signs of
tampering or unauthorized access detected.

Evidence Preservation: The use of FTK Imager ensured that data was preserved correctly for any
potential future investigations.

6.3 Recommendations

Maintain a routine forensic analysis schedule to ensure data integrity and security.

7. Recommendations
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e SSL/TLS Configuration: Conduct regular reviews and updates to SSL/TLS configurations to
counter evolving threats.

¢ Input Validation: Strengthen input validation mechanisms to mitigate XSS and other injection
vulnerabilities.

e Regular Updates: Implement a policy for regular updates of libraries, frameworks, and
dependencies.

¢ Monitoring and Alerts: Set up monitoring systems for vulnerabilities and SSL certificate

expirations, with alert mechanisms for immediate response.

8. Conclusion

BLOOM demonstrates a strong security posture with effective SSL/TLS configurations and robust
defenses against SQL injection attacks. However, there are areas for improvement, particularly
concerning XSS vulnerabilities and the need for ongoing monitoring and updates. By implementing the
recommendations outlined in this report, BLOOM can significantly enhance its security framework and

maintain the trust of its users.
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Copyright Notice

© 2024 EDOT (Envor Department of Offensive Technologies). All rights reserved.

This report, including all text, data, and analysis, is the intellectual property of EDOT.
Unauthorized reproduction, distribution, or use of this material without explicit permission is strictly
prohibited.

Any external tools, software, or methodologies referenced in this report are the property of
their respective owners and are cited herein for the purpose of this report's integrity and completeness.
EDOT assumes no responsibility for the misuse of this report or any tools mentioned within.

For authorized use, permission, or inquiries, please contact EDOT at cerphian@gmail.com.

This copyright notice secures the ownership of the report by EDOT and outlines the permissions.
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